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Automation and Standards to Assure that we “Build Security In” 
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Today Everything’s Connected – Like an Ecosystem 

When this Other System gets subverted 

through an un-patched vulnerability, a 

mis-configuration, or an application 

weakness… 

Your System is 

attackable… 
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Our Awareness of Cyber Threats Emerged Over Time 
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Like Our Security Solutions - Networks Evolved 

Each new solution had to integrate with the existing solutions       

-->>    every enterprise ends up learning as they go and has a 
 “unique” tapestry of solutions with “local practices” 
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But A More Supportable 
Solution Is Possible 
with Standardized 
Approaches and the 
application of 
Architecting Principles 
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Architecting Security with Information 
Standards for Communities of Interest 
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•  CPE (Platforms) What IT systems do I have in my enterprise? 

•  CVE (Vulnerabilities) What known vulnerabilities do I need to worry about? 

•  CVSS (Scoring System) What vulnerabilities do I need to worry about right now? 

•  CCE (Configurations) How can I configure my systems more securely? 

•  XCCDF (Configuration Checklists) How do I define a policy of secure configurations? 

•  OVAL (Assessment Language) How can I be sure my systems conform to policy? 

•  OCIL (Interactive Language) How can I be sure the operation of my systems conforms to policy? 

•  CWE (Weaknesses) What weaknesses in my software could be exploited? 

•  CAPEC (Attack Patterns) What attacks can exploit which weaknesses? 

•  CEE (Events) What events should be logged, and how? 

•  ARF (Assessment Results) How can I aggregate assessment results? 

•  MAEC (Malware Attributes) How can we recognize malware & share that info? 

•  CybOX (Cyber Observables) What observable behavior might put my enterprise at risk? 

Cyber Ecosystem Standardization Efforts  
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•  XCCDF (Configuration Checklists) How do I define a policy of secure configurations? 
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•  CAPEC (Attack Patterns) What attacks can exploit which weaknesses? 

•  CEE (Events) What events should be logged, and how? 

•  ARF (Assessment Results) How can I aggregate assessment results? 

•  MAEC (Malware Attributes) How can we recognize malware & share that info? 

•  CybOX (Cyber Observables) What observable behavior might put my enterprise at risk? 

Standardization Efforts leveraged by the 
Security Content Automation Protocol (SCAP) 
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•  CPE (Platforms) What IT systems do I have in my enterprise? 

•  CVE (Vulnerabilities) What known vulnerabilities do I need to worry about? 
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Standardization Efforts focused on mitigating 
risks and enabling faster incident response 
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CVE 1999 to 2000 to 2011 
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Vulnerability Type Trends: 

A Look at the CVE List (2001 - 2007) 
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What is wrong with this picture? Wouldn’t it be nice 

if the weaknesses 

in software were as 

easy to spot and 

their impact as 

easy to understand 

as a screen door in 

a submarine… 
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Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs 

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) (79) 

• Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)  (80) 

• Improper Neutralization of Script in an Error Message Web Page (81) 

• Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82) 

• Improper Neutralization of Script in Attributes in a Web Page (83) 

• Improper Neutralization of Encoded URI Schemes in a Web Page (84) 

• Doubled Character XSS Manipulations (85) 

• Improper Neutralization of Invalid Characters in Identifiers in Web Pages (86) 

• Improper Neutralization of Alternate XSS Syntax (87) 

Improper Restriction of Operations within the Bounds of a Memory Buffer (119) 

•  Buffer Copy without Checking Size of Input ('Classic Buffer Overflow’) (120) 

•  Write-what-where Condition (123) 

•  Out-of-bounds Read (125) 

•  Improper Handling of Length Parameter Inconsistency (130) 

•  Improper Validation of Array Index (129)  

•  Return of Pointer Value Outside of Expected Range (466) 

•  Access of Memory Location Before Start of Buffer (786)  

•  Access of Memory Location After End of Buffer (788) 

•  Buffer Access with Incorrect Length Value 805 

•  Untrusted Pointer Dereference (822) 

•  Use of Out-of-range Pointer Offset (823) 

•  Access of Uninitialized Pointer (824) 

•  Expired Pointer Dereference (825) 

 

  

Path Traversal (22) 

•  Relative Path Traversal (23) 

• Path Traversal: '../filedir' (24) 

• Path Traversal: '/../filedir' (25) 

• <------------8 more here --------------> 

• Path Traversal: '....//' (34) 

• Path Traversal: '.../...//' (35) 

• Absolute Path Traversal (36) 
• Path Traversal: '/absolute/pathname/here’ (37) 

• Path Traversal: '\absolute\pathname\here’ (38) 

• Path Traversal: 'C:dirname’ (39) 

• Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40) 
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14 
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Common Weakness Enumeration (CWE) 

■ dictionary of weaknesses 

– weaknesses that can lead to exploitable vulnerabilities (i.e. CVEs) 

– the things we don’t want in our code, design, or architecture 
– web site with XML of content, sources of content, and process used  

■ structured views 

– provides multiple views into CWE dictionary content  
– supports alternate views – developer/researcher/sub-views 

■ open community process 
– to facilitate common terms/concepts/facts and understanding 

– allows for vendors, developers,                      
system owners and acquirers to         
understand tool capabilities/coverage        
and priorities 

– utilize community expertise 

■ Where is CWE today? 

– http://cwe.mitre.org 

– Currently 693 Weaknesses,  

   138 Categories and 25 Views 

 

Foundation for 
other DHS, NSA, 

OSD, NIST, OWASP, 
SANS, and OMG 

SwA Efforts 
 

http://capec.mitre.org/
http://capec.mitre.org/
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CWE web site visitors by City 



But you also needed to deal with the people that are 

out there trying to take advantage of vulnerabilities 

and weaknesses in your technologies, processes, or 

practices… 
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…with defensive and 

offensive security 

capabilities. 
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XSS (CWE-79) 

Exploit 
(CAPEC-86) 

SQL Injection 
(CWE-89) 

Exploit 
(CAPEC-66) 

Security 

Feature 



© 2011 MITRE 

“Know Your Enemy”  

 “One who knows the enemy and knows himself 

will not be endangered in a hundred 

engagements. One who does not know the 

enemy but knows himself will sometimes be 

victorious. Sometimes meet with defeat. One 

who knows neither the enemy nor himself will 

invariably be defeated in every engagement.”  

 ■ Chapter 3: “Planning the Attack” 

 ■ The Art of War, Sun Tzu 
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The Importance of Knowing Your Enemy 

 An appropriate defense can only be 

established if you know how it will be attacked 

 

 Remember! 
– Software Assurance must assume motivated attackers 

and not simply passive quality issues 

– Attackers are very creative and have powerful tools at 

their disposal 

– Exploring the attacker’s perspective helps to identify 

and qualify the risk profile of the software 
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What are Attack Patterns? 

 Blueprint for creating a specific type of 

attack 

 Abstracted common attack approaches 

from the set of known exploits 

 Capture the attacker’s perspective to 

aid software developers, acquirers and 

operators in improving the assurance 

profile of their software 
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Leveraging Attack Patterns 
Throughout the Software Lifecycle 

 Guide definition of appropriate policies 

 

 Guide creation of appropriate security requirements 

(positive and negative) 

 

 Provide context for architectural risk analysis 

 

 Guide risk-driven secure code review 

 

 Provide context for appropriate security testing 

 

 Provide a bridge between secure development and 

secure operations 



© 2011 MITRE 

Common Attack Pattern Enumeration and 
Classification (CAPEC) 

 Community effort targeted at: 

– Standardizing the capture and description of attack patterns 

– Collecting known attack patterns into an integrated enumeration 

that can be consistently and effectively leveraged by the 

community 

– Gives you an attacker’s perspective you may not have on your 

own 

 
 Excellent resource for many key activities  

– Abuse Case development 

– Architecture attack resistance analysis 

– Risk-based security/Red team penetration testing 

– Whitebox and Blackbox testing correlation 

– Operational observation and correlation 

 
 Where is CAPEC today? 

– http://capec.mitre.org 
– Currently 386 patterns, stubs, named attacks 

    68 Categories & 6 Views 

http://capec.mitre.org/
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What do Attack Patterns Look Like? 

 Primary Schema 
Elements 

– Identifying Information 

• Attack Pattern ID 

• Attack Pattern Name 

– Describing Information 

• Description 

• Related Weaknesses 

• Related Vulnerabilities 

• Method of Attack 

• Examples-Instances 

• References 

– Prescribing Information 

• Solutions and Mitigations 

– Scoping and Delimiting Information 

• Typical Severity 

• Typical Likelihood of Exploit 

• Attack Prerequisites 

• Attacker Skill or Knowledge 
Required 

• Resources Required 

• Attack Motivation-Consequences 

• Context Description  

 Supporting Schema Elements 
– Describing Information 

• Injection Vector 

• Payload 

• Activation Zone 

• Payload Activation Impact 

– Diagnosing Information 

• Probing Techniques 

• Indicators-Warnings of Attack 

• Obfuscation Techniques 

– Enhancing Information 

• Related Attack Patterns 

• Relevant Security Requirements 

• Relevant Design Patterns 

• Relevant Security Patterns  
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Attack Pattern Description Schema Formalization 
Description 
 Summary 
 Attack_Execution_Flow 

– Attack_Phase1..3 (Name(Explore, Experiment, Exploit)) 
• Attack_Step1..* 

– Attack_Step_Title 
– Attack_Step_Description 
– Attack_Step_Technique 0..* 

» Attack_Step_Technique_Description 
» Leveraged_Attack_Patterns 
» Relevant_Attack_Surface_Elements 
» Observables0..* 

» Environments 
– Indicator0..* (ID, Type(Positive, Failure, Inconclusive)) 

» Indicator_Description 
» Relevant_Attack_Surface_Elements 
» Environments 

– Outcome0..* (ID, Type(Success, Failure, Inconclusive)) 
» Outcome_Description 
» Relevant_Attack_Surface_Elements 
» Observables0..* 

» Environments 
– Security Control0..* (ID, Type(Detective, Corrective, Preventative)) 

» Security_Control_Description 
» Relevant_Attack_Surface_Elements 
» Observables0..* 

» Environments 
– Observables0..* 
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Complete CAPEC Entry Information 

Stub’s Information 
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CAPEC Current Content  
(15 Major Categories) 

1000 - Mechanism of Attack 
• Data Leakage Attacks - (118) 

• Resource Depletion - (119) 

• Injection (Injecting Control Plane content through the Data Plane) - (152) 

• Spoofing - (156) 

• Time and State Attacks - (172) 

• Abuse of Functionality - (210) 

• Exploitation of Authentication - (225) 

• Probabilistic Techniques - (223) 

• Exploitation of Privilege/Trust - (232) 

• Data Structure Attacks - (255) 

• Resource Manipulation - (262) 

• Physical Security Attacks (436) 

• Network Reconnaissance - (286) 

• Social Engineering Attacks (403) 

• Supply Chain Attacks (437) 
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CAPEC Current Content  

(Which Expand to…) 
1000 - Mechanism of Attack 

Data Leakage Attacks - (118) 

Data Excavation Attacks - (116) 

Data Interception Attacks - (117) 

Resource Depletion - (119) 

Violating Implicit Assumptions Regarding XML Content (aka XML Denial 

of Service (XDoS)) - (82) 

Resource Depletion through Flooding - (125) 

Resource Depletion through Allocation - (130) 

Resource Depletion through Leak - (131) 

Denial of Service through Resource Depletion - (227) 

Injection (Injecting Control Plane content through the Data Plane) - (152) 

Remote Code Inclusion - (253) 

Analog In-band Switching Signals (aka Blue Boxing) - (5) 

SQL Injection - (66) 

Email Injection - (134) 

Format String Injection - (135) 

LDAP Injection - (136) 

Parameter Injection - (137) 

Reflection Injection - (138) 

Code Inclusion - (175) 

Resource Injection - (240) 

Script Injection - (242) 

Command Injection - (248) 

Character Injection - (249) 

XML Injection - (250) 

DTD Injection in a SOAP Message - (254) 

Spoofing - (156) 

Content Spoofing - (148) 

Identity Spoofing (Impersonation) - (151) 

Action Spoofing - (173) 

Time and State Attacks - (172) 

Forced Deadlock - (25) 

Leveraging Race Conditions - (26) 

Leveraging Time-of-Check and Time-of-Use (TOCTOU) Race Conditions - 

(29) 

Manipulating User State - (74) 

Abuse of Functionality - (210) 

Functionality Misuse - (212) 

Abuse of Communication Channels - (216) 

Forceful Browsing - (87) 

Passing Local Filenames to Functions That Expect a URL - (48) 

Probing an Application Through Targeting its Error Reporting - (54) 

WSDL Scanning - (95) 

API Abuse/Misuse - (113) 

Try All Common Application Switches and Options - (133) 

Cache Poisoning - (141) 

Software Integrity Attacks - (184) 

Directory Traversal - (213) 

Analytic Attacks - (281) 

Probabilistic Techniques - (223) 

Fuzzing - (28) 

Manipulating Opaque Client-based Data Tokens - (39) 

Brute Force - (112) 

Screen Temporary Files for Sensitive Information - (155) 

 

Exploitation of Authentication - (225) 

Exploitation of Session Variables, Resource IDs and other Trusted 

Credentials - (21) 

Authentication Abuse - (114) 

Authentication Bypass - (115) 

Exploitation of Privilege/Trust - (232) 

Privilege Escalation - (233) 

Exploiting Trust in Client (aka Make the Client Invisible) - (22) 

Hijacking a Privileged Thread of Execution - (30) 

Subvert Code-signing Facilities - (68) 

Target Programs with Elevated Privileges - (69) 

Exploitation of Authorization - (122) 

Hijacking a privileged process - (234) 

Data Structure Attacks - (255) 

Accessing/Intercepting/Modifying HTTP Cookies - (31) 

Buffer Attacks - (123) 

Attack through Shared Data - (124) 

Integer Attacks - (128) 

Pointer Attack - (129) 

Resource Manipulation - (262) 

Accessing/Intercepting/Modifying HTTP Cookies - (31) 

Input Data Manipulation - (153) 

Resource Location Attacks - (154) 

Infrastructure Manipulation - (161) 

File Manipulation - (165) 

Variable Manipulation - (171) 

Configuration/Environment manipulation - (176) 

Abuse of transaction data strutcture - (257) 

Registry Manipulation - (269) 

Schema Poisoning - (271) 

Protocol Manipulation - (272) 

Network Reconnaissance - (286) 

ICMP Echo Request Ping - (285) 

TCP SYN Scan - (287) 

ICMP Echo Request Ping - (288) 

Infrastructure-based footprinting - (289) 

Enumerate Mail Exchange (MX) Records - (290) 

DNS Zone Transfers - (291) 

Host Discovery - (292) 

Traceroute Route Enumeration - (293) 

ICMP Address Mask Request - (294) 

ICMP Timestamp Request - (295) 

ICMP Information Request - (296) 

TCP ACK Ping - (297) 

UDP Ping - (298) 

TCP SYN Ping - (299) 

Port Scanning - (300) 

TCP Connect Scan - (301) 

TCP FIN scan - (302) 

TCP Xmas Scan - (303) 

TCP Null Scan - (304) 

TCP ACK Scan - (305) 

TCP Window Scan - (306) 

TCP RPC Scan - (307) 

UDP Scan - (308) 
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CAPEC Current Content (386 Attacks…) 
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 Help developers understand weaknesses in their real-world context 

(how they will be attacked) 

 Objectively identify specific attacks under which software must 

demonstrate resistance, tolerance and resilience for a given level of 

assurance 

 Indirectly scope which weaknesses are relevant for a given threat 

environment 

 Identify relevant mitigations that should be applied as part of policy, 

requirements, A&D, implementation, test, deployment and 

operations 

 Identify and characterize patterns of attacks for security test case 

generation 

 Identify and characterize threat TTPs for red teaming 

 Identify relevant issues for automated tool selection 

 Identify and characterize issues for automated tool results analysis 

A Few Key Use Cases for CAPEC in 

Support of SwA 
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Linkage with Fundamental Changes in Enterprise Security Initiatives 
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16 July 2010 
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Industry 

Uptake 

CWE 
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CWE Compatibility & Effectiveness Program 

31 
53 

cwe.mitre.org/compatible/ 

( launched Feb 2007) 
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Korean 

 

 

     Japanese 
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CWE Coverage – 
Implemented… 
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Program 

Office 

Prime 

Contractor 

“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure Software 

Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis of May 2004 

GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”    

* 

* 

The Software Supply Chain 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

Program 

Office 

Prime 

Contractor 

Foreign 

Developers 

Contractor 

Contractor 

Supplier 

Supplier 

Supplier 

Reuse 

Outsource 

Acquire 
Develop 

In-house 

Foreign 

Location 

Other 

Programs 

Legacy 

Software 

US 

Global 

Foreign 

Off-shore 

US 

Software 

COTS 

Reuse 
Acquire 

Develop 

In-house 

Outsource 

http://www.cnss.gov/instructions.html
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What Is an Assurance Case? 
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History of Assurance Cases 

 Originally Only Safety Cases 

– Aerospace 

– Railways, automated passenger 

– Nuclear power 

– Off-shore oil  

– Defense 

 Security Cases 

– Use compliance rules more than an assurance 

case 

 Cases for Business Critical Systems 
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Definition of Safety Case 

 From Adelard’s ASCE manual: 

   “A documented body of evidence that provides a 
convincing and valid argument that a system is 
adequately safe for a given application in a given 
environment.” 
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Definition of Assurance Case 

 Generalizing that definition 

     A documented body of evidence that provides a 
convincing and valid argument that a specified set of 
critical claims regarding a system’s properties are 
adequately justified for a given application in a given 
environment. 
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Structured Assurance Cases 

 Structure is required to make the creation, sharing, 
analysis, maintenance and automation of such an 
assurance case practical 

 

 Structured Assurance Cases are composed of 
structured sets of Claims, Arguments and Evidence 

– A Claim is a proposition to be assured about 

the system of concern  

– An Argument is a reasoning of why a claim is 

true  

– Evidence is either a fact, a datum, an object, a 

claim or [recursively] an assurance case 

which supports an Argument against a Claim 

 



© 2011 MITRE 

Extremely Simplified Overview of 

Structured Assurance Case Content 

Evidence =  
data supporting an 

Argument 

Claim 

Claim Claim 

Argument Argument 

Evidence Evidence 

Argument =  
reasoning supporting 

a claim 

Claim =  
assertion to be proven 
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Need for Standards 
 While several different notations exist for safety cases and 

generalized assurance cases no widely accepted standard 
currently exists for specifying structured assurance cases 
within a systems & software assurance domain 

 Standards are needed before structured assurance cases 
can be widely leveraged or made practical through 
automated tooling 

 Coordinated efforts are currently underway in the 
International Standards Organization (ISO) and the Object 
Management Group (OMG) to develop these needed 
standards 

– ISO 15026 Part 2 (currently published) is a very 
simple high-level standard outlining the context and 
basic requirements for structured assurance cases 

– The OMG SACM (under development) and 
supporting OMG standards are targeted at providing 
at automatable level of detail for structured 
assurance case specification  
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ISO/IEC 15026: A Four-Part Standard 
 Planned parts: 

15026-1: Concepts and vocabulary (initially a TR2 
and then revised to be an IS) 

15026-2: Assurance case (including planning for the 
assurance case itself) 

15026-3: System integrity levels (a revision of the 
1998 standard) 

15026-4: Assurance in the life cycle (including 
project planning for assurance 
considerations) 

 Possible additional parts as demand requires 
and resources permit, e.g. 
Assurance analyses and techniques  

Guidance documents 
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ISO/IEC/IEEE 15026 Assurance Case 

 Set of structured assurance claims, 
supported by evidence and reasoning 
(arguments), that demonstrates how 
assurance needs have been satisfied. 

– Shows compliance with assurance 
objectives 

– Provides an argument for the safety 
and security of the product or service. 

– Built, collected, and maintained 
throughout the life cycle 

– Derived from multiple sources 

 Sub-parts 

– A high level summary 

– Justification that product or 
service is acceptably safe, secure, 
or dependable 

– Rationale for claiming a specified 
level of safety and security 

– Conformance with relevant 
standards & regulatory 
requirements 

– The configuration baseline 

– Identified hazards and threats and 
residual risk of each hazard / threat 

– Operational & support 
assumptions 

Attributes 
 Clear 
 Consistent 
 Complete 
 Comprehensible 
 Defensible 
 Bounded 
 Addresses all life cycle stages 

Evidence 

Arguments 

Claims 
supports 

justify belief in 
Quality / Assurance Case 

Make the case for adequate quality/ assurance of the 

System, Software, or Work Product 

Quality / Assurance 

Factor 

Quality / Assurance 

Subfactor 

is developed for 

Evidence 

Arguments 

Claims 

Evidence 

Arguments 

Claims 

Quality / Assurance Case 

© 2010 MITRE 
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Structured Assurance Case Efforts at the OMG 

 There are efforts underway within the Object 
Management Group (OMG) to leverage existing 
standards and develop new standards for specifying ISO 
15026 structured assurance cases in such a way that 
they will fully support automation 

– Currently working to integrate two draft standards 
(the Argumentation Metamodel (ARM) and the 
Software Assurance Evidence Metamodel 
(SAEM)) into a single standard (Structured 
Assurance Case Metamodel (SACM)) for 
structured assurance case specification 

– SACM will also likely leverage the existing OMG 
Knowledge Discovery Metamodel (KDM) and 
Semantic Business Vocabulary & Rules (SBVR) 
standards 
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Object Management Group (OMG)  
Systems Assurance Task Force  

Claims-Evidence-Arguments Overview 

Assurance Case 

Claims (propositions) 

Support of claims Precise expression of propositions 

Inferential support Evidence 

Ontology 

(vocabulary) 

A
R

M
 A

rg
u

m
e
n

ta
ti

o
n

 M
et

a
m

od
el

 

SBVR 
Semantic 
Business 
Vocabulary 
& Rules 

KDM Knowledge Discovery Metamodel 

Collection of evidence 

Observable Facts 

SAEM Software Assurance Evidence Metamodel 

© 2010 MITRE 

SACM 
Structured Assurance 

Case Metamodel 
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Structured Safety Assurance tools  
are commercially available 
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7 
SC7 

WG3 
Common Criteria v4 CCDB 

• TOE to leverage CAPEC & CWE 

• ISO/IEC JTC 1/SC 7/WG 3, TR 20004: 

“Refining Software Vulnerability 

Analysis Under ISO/IEC 15408 and 

ISO/IEC 18045”  

• Also investigating how to leverage 

ISO/IEC 15026 and OMG’s 

Structured Assurance Case 

Metamodel (SACM) 

NIAP (U.S.) Evaluation Scheme 

• Above plus 

• Also investigating how to leverage 

SCAP 
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Process, People, 
documentation 
Evidence 

Software System / Architecture Evaluation 
 Many integrated & highly automated tools to assist evaluators 

 Claims and Evidence in Formal vocabulary 

 Combination of tools and ISO/OMG standards 

 Standardized SW System Representation In KDM 

 Large scope capable (system of systems) 

 Iterative extraction and analysis for rules 

Executable  
Specifications 

Formalized 
Specifications 

Software  
system 
Technical 
 Evidence 

Software System Artifacts 

Requirements/Design Docs & Artifacts 

Hardware Environment 

Process Docs & Artifacts 

Process, People & Documentation  

Evaluation Environment 
 Some point tools to assist evaluators but mainly manual work 

 Claims in Formal SBVR vocabulary 

 Evidence in Formal SBVR vocabulary 

 Large scope requires large effort 

IA Controls 

Protection Profiles 

CWE-CAPEC 

Claims, Arguments and  

Evidence Repository 

- Formalized in SBVR vocabulary 

- Automated verification of 
claims against evidence 

- Highly automated and 
sophisticated risk assessments 
using transitive inter-evidence 
point relationships 

OMG’s Software Assurance Ecosystem:  The Formal Framework 
The value of formalization extends beyond software systems to include related software system process, people and documentation 

Reports 

Risk Analysis, etc) 
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Contact Info 

sbarnum@mitre.org 


